® SEAL

SECURITY ALERTING

SLUZBA SEAL POSKYTUJE:
0 SECURITY ALERTING

O VULNERABILITY INTELLIGENCE
O SECURE THE SOFTWARE SUPPLY CHAIN (SBOM)

Sluzba SEAL integruje informace o aktualnich zranitelnostech z velkého mnozstvi raznych
informacnich zdroju. Zaméreni je predevsim na zero-day zranitelnosti, které vyzaduji rychlou reakci.
Sluzba tyto informace dale zpracovava, hleda v nich souvislosti a filtruje podle konfiguracnich
pozadavku konkrétniho zakaznika. Vyhodou je, ze umoznuje zakaznikovi pfipojit libovolné mnozstvi
vlastnich zdroju véetné socialnich siti.

~SEAL poskytuje aktualni informace o zranitelnostech vasich
systému a predchazi tak jejich moznému zneuziti.”

PUBLIC SOURCES (free and commercial) SOCIAL MEDIA MEDIAIT CUSTOMAPI
CVEDB  Vulnerability DB  Vendor Advisories DB Expolit DB Twitter API RSS API CUSTOM API
(NIST/NVD) (VULDB, ..) (PSIRT Cisco, Fortinet, ..) (Exploit-db, ..) (Reddit, Telegram, ..) (Bleeping Computer, CERT, ..) Other sources
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DATA COLLECTION
(works with structured and unstructured data)

!

DATA NORMALIZATION
(mapping of different severity scales)

l

DATA CORRELATION

!

DATA FILTERING

«<—— CUSTOMER VENDORS

«—— CUSTOMER PRODUCTS

l i i

CUSTOM VIEWS CUSTOM REPORTS TICKETS API INTEGRATION
and SEARCH and ALERTS (for team delegation) (SIEM, SOC, helpdesk)



KLICOVE VLASTNOSTI PRODUKTU

Komplexni informace o zranitelnostech.
Nastroj pro bezpe€nostni tymy.

Snadno pouzitelny portal pro rychly pristup
k nejnovéjsim zranitelnostem (zero-day).

Zjistovani zranitelnosti z riznych zdroju -
NIST, RSS, Twitter, CVE databaze, PSIRT, ..
nebo dalsi zdroje definované zakaznikem.

Vyhledavani nejnovéjsi zranitelnosti
v softwaru - knihovnach tretich stran.

Informace o zdroji zranitelnosti, rozsahlé
reference, jako jsou odkazy na patche nebo
exploity.

Casova osa zvefejnéni, jednotlivé druhy zdrojt
a dalSi metadata zranitelnosti.

Hledani vzajemnych souvislosti a prehledna
forma prezentace uzivateli. Poskytuj
mapovani na CVE.

Definice vlastnich ,pohledt”, tj. oblasti zajmu,
pro snadné filtrovani jen zranitelnosti, které
uzivatele Ci organizaci zajimaji.

ZAKLADNI POPIS SLUZBY SEAL

O Sluzba SEAL je poskytovana formou cloudové
sluzby (SaaS).
Nase servery vyuzivaji platformu AWS.

O Pro specialni pozadavky muze byt sluzba
SEAL instalovana do prostredi zakaznika
on-premise.

O Sluzba SEAL je webova aplikace s pristupem
pres prohlize¢ (bez klientl a agentt).

O Uzivatelské ucty zékaznika jsou seskupené do
organizace / tenantu.

ODPOVIDA SMERNICI NIS2

Supply chain security
Vulnerability management

ODPOVIDA DOPORUCENI CISA

Securing the software supply chain (SBOM)
Vulnerability alerting and advisories

ODPOVIDA DOPORUCENI NUKIB
NUKIB

Minimalni bezpecnostni standardy
Doporuceni pro administratory
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@ seal.sonpo.cz/vul-source-items

SEAL / Vulnerability items

Vulnerability items

Vulnerability items

Filter: View X Sources X Attribute value
C & B
D Description
NIST NVD 2.0

XH+ =]

1-10 of 256146 items 25615 > 10/page

[1]2 3 a5

Attributes Published v

g B VDO

71..fb Sourcecodester Enroliment System Project V1.0 is vulnerable to SQL Injection (SQLI) attacks, which allow an attacker to manipulate
the SQL queries executed by the application. The application fails to properly validate user-supplied input in the username and
password fields during the login process, enabling an attacker to inject malicious SQL code.

NISTNVD 20 [JSEorei7i [ LR
2c...6c
Unauth. Stored Cross-Site Scripting (XSS) vulnerability in Teplitsa of social technologies Leyka plugin <= 3.29.2 versions.
NIST NVD 2.0 Score: 6.5 o 3]
70...59 e © oo
Auth. (contributor+) Stored Cross-Site Scripting (XSS) vulnerability in Grant Kimball Simple Vimeo Shortcode plugin <= 2.9.1 versions.
NIST NVD 2.0 Score: 5.9 7
61..25 g B VDO
Auth. (admin+) Stored Cross-Site Scripting (XSS) vulnerability in gl_SPICE New Adman plugin <= 1.6.8 versions.
NIST NVD 2.0 2 @ [n] ]
9c...cc

An access control issue in Registration.aspx of Temenos CWX 8.5.6 allows authenticated attackers to escalate privileges and perform
arbitrary Administrative commands.

NIST NVD 2.0

o)
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CVE-2023-33584 @ &

CVE-2023-27450 B &

CVSS3: 7.1

CVE-2023-27443 B &
CVSS3: 6.5

CVE-2023-27439 B &
CVSS3:5.9

CVE-2022-45287 B @&
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2023-06-21 15:15:09



RISK RATINGS - VENDORU NEBO HISTORICKA DATA V SEALu

PRODUKTU

: Historicka data poskytuji Uplny obrazek o vyvoji
Komplexni informace o zranitelnostech a vazbach ve zranitelnostech. Pomahaiji urcit,
jednotlivych vendorl nebo produktu. : zda je produkt bezpecny a zda vyrobce/vendor
Zjistéte, které produkty a vyrobci vasi reaguje na bezpecnostni problémy pfimeérene.

organizaci vystavuji riziku, v€etne toho, jak

rychle reaguji na zranitelnosti a poskytuji

opravy. REPORTY A ALERTOVANI
Podrobna historicka data pro Uplny obrazek :
o vyrobci nebo produktu. § Moznost konfigurovat viastni reporty a alerty

(E-mail, SMS, Signal,..) podle vendora, zdvaznosti
a jinych kritérii. Informace jsou odeslany

INFORMACE 0 KNIHOVNACH TRETICH definovanym uZivatelim nebo skuping, kdy? je
STRAN (SBOM) odhalena nebo aktualizovéna zranitelnost.
Podrobny pfehled o zranitelnostech v knihovnach :

tfetich stran pouzivanych pfi vyvoji produkt SLUZBY NASICH SPECIALISTU

a softwaru. :

Aplikace SEAL je zdrojem informaci pro Nas specializovany tym provadi daldi hloubkové
monitorovani kazdé knihovny, aby bylo : analyzy vybranych zranitelnosti, aby zakaznikim
zajisténo, ze nové odhalené zranitelnosti poskytl komplexni a nejpodrobnéjsi informace
budou Feseny aktualizaci nebo jinym zUsobem. : 0 pricing, dopadu a vazbach v jednotlivych
Informace zakaznikovi poskytuji moznost zranitelnostech.

vyhodnotit a vybrat nejlepsi knihovny tretich Poskytujeme smluvni SLA support 8x5 nebo 24x7
stran. : pro nas tym specialistU.
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€ Cc a Lsonpo.cz/vul-report -8ab6-456b- 13751b39eaf
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SEAL / Vulnerability reports / Linux

Linux

Edit Delete |  Send report

Vulnerability report definition Linux
Vulnerability views Linux kernel + some packages

Timestamp range 2023-06-20 08:00:00 - 2023-06-21 08:00:00 (Europe/Prague)

Vulnerability items
C @& B 170f7items < [1]> 25/page

D Description Attributes Published

wuldb.com | Score:S g B VDO

CVE-2023-2898 | Linux Kernel fs/f2fs/data.c f2fs_write_end_io null pointer dereference

Avulnerability classified as problematic was found in Linux Kernel. Affected by this vulnerability is the function f2fs_write_end_ioof | CVE202328%8 B & 2023-06-2106:44:07
the filefs//2fs/data.c. The manipulation leads to null pointer dereference. This vulnerability is known as CVE-2023-2898. Access to the

local network is required for this attack. There is no exploit available. It is recommended to apply a patch to fix ths issue.

NISTNVD 2.0 @ [~

An issue was discovered in the Linux kernel through 6.1-rc8. dpu_crtc_atomic_check in drivers/gpu/drm/msm/disp/dpu1/dpu_crtc.c lacks
check of the return value of kzalloc() and will cause the NULL Pointer Dereference.

CVE20233220 B & 2023-06-20 22:15:09

X Score: 8 B v O
CVE-2018-20331 | Antiy AVL ATool 1.0.0.22 Kernel Driver ssdt.sys memory corruption (ID 150900)

2031 B @ 06.
Avulnerability was found in Antiy AVL ATool 1.0.0.22. It has been rated as critical. This issue affects some unknown processing in the CUEPIEZES L 2023.06:2016.03.87

PSIRT ADVISORIES VYROBCU

%) Cloudova sluzba Saas Vyzadejte FREE TRIAL
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